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Why a Compliance Program: NSLs! 

DOJ IG Report – National Security Letter 
Mismanagement 
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 Very costly (time & 
money) to fix NSL 
errors. 

 Loss of trust – 
Congressional 
hearings, news 
articles / editorials. 

 Perception – We 
care about our 
mission but 
everything else is 
“just paperwork.” 

Consequences of DOJ IG’s NSL Report 
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 FBI Subject 
to Same 
Rules as 
Rest of the 
Govt 

Standards of Conduct Alone Are Not 
Enough to Ensure Compliance 

C O N F L I C T  O F  I N T E R E S T  
S T A T U T E S 

“B E D R O C K”  P R I N C I P L E S 

O G E  S T A N D A R D S  O F  
C O N D U C T 

FBI 

BUT, We Operate 
in Very Complex 
Legal Environment 
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What is a Compliance Program?  
A formal way for an organization to 
promote an organizational legacy of 
ethical conduct and a commitment to 
compliance with the spirit and the letter 
of the law. 
 
Translation: A way for employees who want 
to do the right thing to do it.  
 
Roots: DOJ Sentencing Guidelines 
 

Solution: Compliance Program 
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Branch Functions 
(Phase I) 

         INTEGRITY 

Building the FBI Program 
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Elements of an Effective Compliance 
Program 

1. Ethical Culture 
2. Management “Buy-In” 
3. Organizational Structure that Promotes 

Compliance 
4. Two-Way Communication 
5. HR Policies That Encourage 

Compliance 
6. Auditing 
7. Documentation 
8. Risk Assessment/Mitigation  
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Element 1: Ethical Culture/Integrity 

Employee Base 
 Large Applicant Pool 
 Extensive Background Check – updated every 5 

years 
 Top Secret Clearances 

Strong Ethical Culture 
 Core Values 
 Code of Conduct (includes the OGE Standards of 

Conduct) 
Robust Disciplinary Process 
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 Rigorous obedience to the Constitution of the United 
States; 

 Respect for the dignity of all; 
 Compassion; 
 Fairness; 
 Uncompromising personal and institutional integrity; 
 Accountability by accepting responsibility for our actions 

and decisions and their consequences; and 
 Leadership, by example, both personal and professional. 

We are an organization driven by our Core Values, which 
embody the principles of compliance and ethical behavior. 

FBI Core Values 

Presenter
Presentation Notes
We are an organization driven by our Core Values, which embody the principles of compliance and ethical behavior.

Look at our FBI core Values

Rigorous obedience to constitutional principles: constitutional guarantees are more important than the outcome of any single interview, search for evidence, or investigation. 
Respect for the dignity of all:  wield law enforcement powers with restraint and to recognize the natural human tendency to be corrupted by power and to become callous in its exercise. 
Fairness and compassion:   We treat everyone with the highest regard for constitution, civil and human rights. 
Personal and institutional integrity: are owed to the Nation in exchange for the sacred trust and great authority conferred upon us.��We who enforce the law must not merely obey it. We have an obligation to set a moral example which those whom we protect can follow. Because of the FBI's success in accomplishing its mission is directly related to the support and cooperation of those whom we protect, these core values are the fiber which holds together the vitality of our institution. 

It reminds me that acting ethically, with integrity is part of the FBI ethos, part of the institution's psyche.  We do not strive to meet the minimum standards but are expected to set the standard.

FBI is not just any Govt agency.  Its name is revered, its image is clean, the citizen's of the US respect this organization.

The OIC also establishes procedures, reporting and training designed to continue with our legacy of FBI employees making values driven choices, even in the heat of operations, so we do not sacrifice our institutional integrity for mere expediency.

Why are we here??
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Element 2: Management ‘Buy-In’ 

Director’s decisions: 
 Create OIC within 

Director’s Office 
 Program scope – All FBI 

programs and activities 
 Personally leads 

Integrity & Compliance 
Council 

  - Meets every 4   
 months 
 

 Incorporate Ethics/SOC 
Program into OIC 

 Incorporate Compliance 
into Leadership 
Development & New 
Employee Training 
 One-on-one meeting with 

new SES personnel 
 New Employee 

Orientation 
 New Agent / Analyst 

Training (includes visit to 
Holocaust Museum) 



Office of Integrity and Compliance 11 

OIC Mission Statement 

The mission of the FBI Office of Integrity and Compliance is to develop,  
implement and oversee a program that ensures that there are 
processes and procedures in place that promote FBI compliance 
with both the letter and spirit of all applicable laws, regulations, 
rules, and policies. The Office of Integrity and Compliance will 
endeavor to protect and enhance the FBI’s reputation for integrity.  

 The Office of Integrity and Compliance will cultivate an environment 
committed to these principles, serve as a focal point for the 
compliance program, and assist FBI management at all levels in 
maintaining a culture where ethics and compliance are emphasized 
as paramount considerations in decisions throughout the FBI. 

Element 3: Organizational Structure 
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Element 3: Organizational Structure 
Phase I: Branch Implementation 

National Security Branch  
Chair: EAD NSB 

Criminal, Cyber, Response, and 
Services Branch 
Chair: EAD CCRSB 

Science & Technology Branch 
Chair: EAD STB 

Administrative Branch 
Chair: EAD HRB 

Integrity and Compliance Council, Chair: Director 

Branch Compliance Committees 
 

Deputy Director 

Compliance Office 
Support/Meeting 
Facilitation 

AD OIC 

Information Technology Branch 
Chair: EAD ITB 

3x/yr 

3x/yr 

Presenter
Presentation Notes
Integrity & Compliance Counsel 
Advises the Director, through a formal process, about the implementation and effectiveness of the Integrity & Compliance Program
Meets in April and October of each year.
Science & Technology Branch
EAD STB and Ads of OTD, LD, CJIS and the SC of STAO, together with the AD OIC & DGC, meet as an EMC 4 times per year.
The STB EMC is tasked with:
Identifying & prioritizing issues @ risk of legal non-compliance 
Monitoring Analysis & Mitigation of those risks. 
Mitigation of the #1 compliance risk becomes a cascading objective for EAD & all concerned executives.
Report status to Director 2x year @ ICC mtg
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Element 4: Two-Way Communication 

 Non-Retaliation Policy 
 Division Compliance Officers 
 Compliance Concern helpline & Risk 

Referrals 
 Communications  

 Core Values Campaign 
 E-Briefs 
 SharePoint/Intranet Site 
 Videos & Training Sessions 
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Element 4: Two-Way Communication 

Role of Division Compliance Officers: 
 Serve as division’s “point of contact”. 
 Refer compliance concerns brought by 

division personnel to OIC & coordinate 
follow-up action. 

 Forward possible compliance risks to OIC for 
further review. 

 Coordinate training with Division Ethics 
Counselors. 
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Element 5: HR Policies To Encourage 
Compliance 

 Traditional, rigorous FBI hiring practices 
 SES Performance Rating 
 Compliance critical element added to 

PARs 
 Non-Retaliation Policy 
 Ethics & Compliance Awards 
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Element 6: Audit 

Audit capability: Inspection Division 
 Inspection supports Compliance 
 Conduct audits as needed 
 Provide audit data in support of compliance 

monitoring 
 Compliance supports Inspections 
 Identify high-risk areas 
 Align policies/risks/inspections 
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Element 7: Documentation   

Risks: 
 * FOIA 
 * IG 
Benefits: 
 * IG 
 * Sustains Management Buy-In 
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Identify Risks 

Adjust 

Review 
“Controls” 

 

Plan “controls”  
revisions 

Revise  
Controls Audit 

Methodology/ 
Implementation 

Step 1: Identify and prioritize activities that 
pose potential risks 

Step 2: Evaluate the Control Environment to 
determine whether actual risk exists 

Step 3: Develop and Execute Mitigation 
Plan  

Step 4: Audit to assess efficacy 
Step 5: Adjust as necessary 

Element 8: Risk Identification, 
Assessment & Mitigation 

Compliance Cycle consists of a Five Step Process: 
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Compliance Begins and Ends with 
Personnel 

Compliance & the 
Individual Employee 
 All employees 

responsible for: 
 Knowing the 

rules/laws/policies 
for their jobs. 

 Complying with 
those rules. 

 Raising issues of 
concern regarding 
compliance. 

Compliance & the Supervisory 
Employee 
 Additionally, Supervisors must: 
 Instruct employees on 

rules/laws/policies governing their jobs. 
 Monitor employee activity to ensure 

employees know/are applying rules. 
 Encourage employees to raise 

compliance concerns. 
 React appropriately when issues are 

raised: 
 Document issue & action taken 
 No retaliation. 

 Manage compliance risks; mitigate them 
before they become problems. 
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